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ACTION SY-05 


Message Text 


INFO OCT-01 EUR-12 ISO-00 USIA-06 OC-06 CCO-00 /030 W 

095143 270911Z/10 

R 270822Z lUN 77 
FM AMCONSUL FRANKFURT 
TO AMEMBASSY NICOSIA 
INFO SECSTATE WASHDC 8521 


LIMITED OFFICIAL USE FRANKFURT 4776 

FOR A/SY/FO 

E.O. 11652: N/A 
TAGS: ASEC 

SUBJ: SECURITY VIOLATION 

1. ON THURSDAY, JUNE 23, 1977, A MANILA ENVELOPE ADDRESSED 
TO THE "U.S. CONSULATE GENERAL, 21 SIESMAYER STRASSE, 

FRANKFURT AM MAIN, GERMANY", BEARING CYPRUS REGISTRY NO. 

1 148, WAS RECEIVED BY THE ERANKEURT REGIONAL DIPLOMATIC POUCH 
CENTER FROM THE INTERNATIONAL MAIL COURIER. THE ENVELOPE 
WAS STAMPED "UNCLASSIFIED" AND NOTED "FOR DIPLOMATIC BAG." 

2. AFTER BEING RECEIVED THE ENVELOPE WAS OPENED AND FOUND 
TO CONTAIN AN ENVELOPE STAMPED "LIMITED OFEICIAL USE". THE 
LETTER WAS FROM USIS NICOSIA AND ADDRESSED TO USIS LONDON 
FOR : RRU/O'CONNOR. IT WAS REGISTERED AS 

NO. 1439187 ON A DIPLOMATIC POUCH MAIL REGISTRATION SLIP, 

SENDER USIS, CLASSIEICATION LOU. 

3. FORM DS-23, POUCH INVOICE, INVOICE NO A-23, 

LISTED ONLY ONE ITEM, REGISTRY NO. 1439187, SENDER 
USIS,. ADDRESSEE: USIS LONDON FOR: RRU/O'CONNOR, 

CLASSIFICATION U. THE INVOICE WAS APPARENTLY 
SIGNED BY DISPATCH CLERK SWIFIN (BEST THAT COULD BE 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 02 FRANKF 04776 270904Z 
MADE OUT). 

4. THE DISPATCH ERRED IN THE CLASSIFICATION OF THE 
REGISTERED ITEM AND SENT LIMITED OFFICIAL USE MATERIAL 
AS UNCLASSIFIED THROUGH INTERNATIONAL MAIL CHANNELS. 

THIS CONSTITUTES A VIOLATION OF 5 FAM 962.1. PLEASE 
TAKE APPROPRIATE ACTION. LEHMANN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channei indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 27-Jun-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977FRANKF04776 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Expiration: 

Film Number: D770228-0777 

Format: TEL 
From: FRANKFURT 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t1 977061 7/aaaaaotc. tel 

Line Count: 62 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 4acc7e76-c288-dd1 1-92da-001cc4696bcc 
Office: ACTION SY 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 26-Jan-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 2029185 
Secure: OPEN 
Status: NATIVE 

Subject: SECURITY VIOLATION 
TAGS: ASEC 
To: NICOSIA 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/4acc7e76-c288-dd1 1-92da-001cc4696bcc 
Review Markings: 
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